Introduction {#sec1-1}
============

Teledermatology (TD) is a subspecialty of dermatology that uses the information and communications technologies to diagnose, monitor, treat, prevent, research, and educate over a distance.\[[@ref1]\] It was probably first meant for rural communities or soldiers in faraway lands that had none or little access to physicians; the first innuendo of telemedicine was via phone calls in "*The Radio Doctor--Maybe*"!\[[@ref2]\] and it was first fantasied by Hugh Gernsback and his "*teledactyl*."\[[@ref3]\] Nowadays, it is revolutionizing our understanding of medicine, facing doctors with new standards, and putting all actors in need of rethinking their new role in medicine.\[[@ref4]\]

Types of Teledermatology Models {#sec1-2}
===============================

In TD, its categories are based on the nature of the actors involved\[[@ref5]\] \[[Figure 1](#F1){ref-type="fig"}\]. These are:

![Types of Teledermatology models](IDOJ-11-12-g001){#F1}

*Primary TD*, which refers to the direct communication between the patient (PT) and the general practitioners (GP)/nurse or dermatologist. It provides a direct service for initial diagnosis and referral*Secondary TD* refers to indirect communication between the patient and specialist. PT (seeker) goes to a nurse/GP who then communicates to specialist (provider) to receive advice. Other possible "intermediaries" are health insurance companies and healthcare institutions (nursing homes, emergency departments, or pharmacies)*Tertiary TD* refers to "second" opinion among specialists (dermatologist) and a dermatologist with a particular specialization. It is a specialist-to-specialist consult (i.e., dermatologist to pathologist or dermatologist to specialists in confocal microscopy)*Patient Assisted*: PT communicates with a healthcare professional, usually for follow-up or monitoring of skin conditions. It can be used, for example, for monitoring a medication scheme or for wound care*Direct to Consumer:* PT initiates the care by accessing a healthcare provider through personal devices (smartphone, laptop, or tablet).

Delivery Modalities {#sec1-3}
===================

TD can be delivered through several modalities.\[[@ref6]\]

\(1\) *Real-Time (RT) Video Consultation (Live Interactive):* employs live video conferencing. It has the advantage of allowing the provider to ask clarifying questions, which often tip off the seeker. Disadvantages include more time consumption, logistics of differential time zones of the actors, dependence on quality of connectivity (internet speed), and image quality being relatively inferior to static ones(2) *Asynchronous Store-and-Forward (SAF).* Clinical, dermoscopic, and other specialized images are sent for consultation. The provider responds at a convenient time. Compared to RT, the advantages of SAF are better image quality and inconsequentiality of time zone. Immediate clarifying questions are not possible but can be undertaken on a second communication. Images and clinical data are sent via computers, laptops, tablets, or smartphones to designated portals (public or private) or apps(3) *Hybrid.* Combines the abovementioned modalities.
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### Reaching the underserved population and urban TD {#sec3-1}

The dermatologic needs of many communities are underserved.\[[@ref7]\] This inaccessibility is influenced by many factors. In the United States (US), the shortage of dermatologic services has resulted in lengthy wait times for in-person evaluations,\[[@ref8][@ref9]\] a challenge exacerbated for Medicaid and uninsured patients.\[[@ref10][@ref11]\] TD has shown to be cost-effective and decreases wait times and in-person referrals.\[[@ref12][@ref13][@ref14][@ref15]\]

TD was described in 1995 as a mechanism for providing care to the underserved populations in rural Oregon, US.\[[@ref16]\] Scott *et al.* reported successful use of telemedicine to provide dermatologic care to three groups of underserved populations.\[[@ref17]\] This TD network supported e-mail and transfer of patient-based medical data, access to medical data bases, teleconferencing, quality assurance programs, biomedical repair guidance, continuing health professional education program, and community and patient-oriented health programs.\[[@ref18]\] Caroline *et al.* determined the impact of SAF TD on the delivery of dermatological care with 77% of consults managed with TD alone. This supports its use in unburdening overstretched healthcare resources.\[[@ref12][@ref14][@ref15]\] The median time to consult completion was 14 h, which was considerably shorter than wait times for face-to-face (FTF) evaluations.\[[@ref9]\] Another study showed that implementing dermoscopy in TD practice for large scale outpatient settings aids in identification and treatment of skin cancers among medically underserved patients.\[[@ref19]\] Before implementation of TD the median wait time was of 77 days as opposed to 28 days. TD was proven to be effective at reducing referrals and wait time.

### Urban teledermatology {#sec3-2}

Urban TD (UTD) refers to the TD procedure where both the patient and specialist live in the same city or an urban area.\[[@ref20]\] In contrast to TD for underserved populations where distance and lack of specialists are the main factors, in urban settings the difficulty in access is mainly determined by the population density of the city and the time and cost for a patient to reach the doctor\'s office. The latter is further aggravated for elderly patients. UTD assumes great importance as a feasible mode to break the barriers of disability, which is even more important nowadays due to progressive aging of the population.\[[@ref21]\] Its success and rapid growth can be explained by the easy accessibility of various modes of telecommunication using internet which tends to be greater in large cities. In Spain, for example, the number of centers that practice UTD have tripled from 2009 to 2014.\[[@ref21]\] A similar increase of UTD was also described in the US where UTD use is greater than TD for rural areas from 2012 onwards in some of their programs.\[[@ref6][@ref22]\]

Indian perspective

The dermatologist community in India is clustered in and around urban areas, limiting access to specialists for many patients in rural locations, which is further complicated owing to limited means of communication and transportation.\[[@ref23]\] Under the GRAMSTAT (Satellite communication-based technology for rural India) program, the Indian Space Research Organization (ISRO) has initiated several telemedicine pilot projects in 2001 specific to the needs of rural India.\[[@ref24]\] A study revealed 81% cost saving in the Chamarajnagar district hospital, Karnataka using this technology.\[[@ref25]\] Skin camps are organized by mounting SATCOM on a bus that travels to the remote geographical regions and establish satellite network connectivity with a tertiary center to deliver dermatology care. TD could be used in national health programs to screen or triage melanoma, pigmented skin lesions, leprosy and endemic cases like leishmaniasis.\[[@ref25]\] An increased collaboration between dermatologists and primary healthcare providers is required in order to address high patient demand and to provide education and support.\[[@ref26]\]

### Pre requisite for teledermatology {#sec3-3}

Landow S.\[[@ref14]\] summarizes the requirements for a successful TD as: (1) image quality; (2) preselection of patients (tumoral conditions are the simplest; nevi evaluation should not exceed 1\--2 lesions at most; multiple nevi patients should be excluded; hair conditions are difficult to photograph and diagnose);\[[@ref27]\] (3) a dermoscopic image is a requirement for pigmented and tumoral lesions; and (4) an effective culture (from seeker and provider) and infrastructure (internet connectivity) \[[Table 1](#T1){ref-type="table"}\].\[[@ref28][@ref29][@ref30]\]

###### 

The pros and cons of teledermatology

  -----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
                    PROS                                                                                                                                                                 CONS
  ----------------- -------------------------------------------------------------------------------------------------------------------------------------------------------------------- --------------------------------------------------------------------------------------------------------------------------------------------------------------
  Accessibility     Makes specialists reachable to patients in remote areas or on long waiting lists\[[@ref29]\]                                                                         Dependent on availability of internet and its speed, and patient's or seeker's ability to operate the device for photography and capture good quality images

  Equity            Reduces waiting lists and makes specialized medicine equal for all. It democratizes medicine                                                                         

  Quality           It improves quality by reliance on devices for remote diagnoses                                                                                                      Risk of missing or delay in the diagnosis of incidental skin malignancy\[[@ref30]\]

  Cost Efficiency   Increased number of patients can be attended Patients selected for lesion removal/biopsy can be referred directly to surgical day (Sparing one visit)\[[@ref31]\]\   
                    Around 60-70% of FTF visits are avoided                                                                                                                              
  -----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

FTF -- Face-to-face

As with any system, there are pros and cons. One possible con is the lost opportunity to show empathy to the patient, to understand his/her needs, and counsel. In fact, only FTF or synchronous TD give the opportunity to ask questions and retrieve medical and non-medical information from the patient. FTF consultation gives the opportunity to establish an emphatic relation but also the space for prejudices.

### TD and noninvasive imaging technologies {#sec3-4}

Medical photography

A good image is the most basic requirement to make a diagnosis in TD. Blurred/out of focus, color imbalance, insufficient view (close-up, medium, large view), non- inclusion of representative lesions, and incorrect positioning constitute some of the most important limitations that prevent a specialist from making the correct diagnosis. Both the clinical and dermoscopic image need to be of good quality.\[[@ref31]\] Often there are field-of-view requirementsthat depend on the type of lesion (single, localized, and generalized) \[[Table 2](#T2){ref-type="table"}\].

###### 

A simple guide to "field of view" requirements of a good image for correct diagnosis by the provider (specialist)

  Type of lesion                                                                          
  ---------------- ---------------------- ----------------------------------------------- -------------------
  Example          Malignant skin tumor   Herpes Zoster infection                         Drug Eruption
  View                                                                                    
  Close-up         √                      √                                               √
  Medium View      √                      √                                               √ (Not essential)
  Distant View     Not required           √ (Can aid in determining symmetry/asymmetry)   √

Dermoscopy

Teledermoscopy (TDD) involves the use of dermoscopic images.\[[@ref32]\] Dermoscopy is probably the most commonly used noninvasive imaging technique for cutaneous diagnosis. It is noninvasive, effective, *in vivo*, acceptable to the patient, and cost-effective. TDD additionally offers a high educational advantage as GP\'s gain a new skill.\[[@ref33]\] TDD is used mostly in skin cancer triage and monitoring of pigmented lesions triage although its use and impact on diagnosis has been increasing in the context of inflammatory and infectious dermatosis as well as disorders of hair, scalp, and nails.\[[@ref34]\] It is ideal to include two dermoscopic images: A far view which includes the scale, a close-up view to see more structure details. Depending on the lesion, the image should be taken using polarized or non-polarized light.\[[@ref35]\]

Confocal microscopy and ultrasound

Reflectance confocal microscopy (RCM) enables diagnosing of skin conditions with improved diagnostic accuracy and in a noninvasive manner. The learning curve is slow and obtaining confocal images for diagnosing at a distance by an expert can be of benefit to patients.

As more RCM equipment are becoming available and learning to read images correctly requires experience, tele-confocal becomes an alternative.\[[@ref36]\] With the development of mobile RCM units, this possibility will become more feasible.

Mobile ultrasound units are already available in the market. Although there are still not enough studies available, the possibility to send high frequency ultrasound images exists.\[[@ref37]\] In a near future, there will be units that can be attached to smartphones.

The clinical, dermoscopic, ultrasound, and/or confocal images give information in regard to diagnosis as well as volume and shape\[[@ref38]\] and simplify allocating patients to surgery.

### TD and skin cancer triage {#sec3-5}

TD has become a routine procedure for skin cancer triage in many healthcare settings.\[[@ref39][@ref40]\] It has yielded favorable results in terms of shortening waiting lists to first dermatologist consultation, preventing unnecessary referrals to F-to-F skin cancer clinics, in diagnostic performance, and cost-effectiveness of skin cancer screening.\[[@ref41]\]

Regarding accessibility to skin cancer units mean waiting intervals to the first dermatological consultations have ranged between 2 and 50 days for TD systems versus the 88 to 137 days demonstrated by the conventional letter referral in different studies. Clinic-based evaluations avoided have also being about 50% of patients managed with no need to be referred for in-person visits.\[[@ref42]\]

As for diagnostic accuracy, studies available have also calculated concordances ranging from 51% to 85% agreement between F-to-F dermatologists and store-and-forward dermatologists.\[[@ref42]\]

Moreover, after more than one decade of TD-based skin cancer screening programs, TD has even shown benefits in terms of proxy healthcare outcomes. The Breslow thickness in patients who had malignant melanoma managed through TD was significantly thinner than in patients whose referrals were conventionally managed.\[[@ref43]\]

TDD involves the use of dermoscopic images for remote consultation and decision-making. At conventional in-person consultations, dermoscopy has notably improved the sensitivity and specificity of diagnosing cutaneous lesions.\[[@ref44]\] Whether the addition of dermoscopic images to clinical teleconsultations is of utility for remote internet-based skin cancer screening has been a research question recently addressed in experimental studies. A recent randomized clinical trial assessed the diagnostic performance and cost-effectiveness of clinical teleconsultations versus clinical with dermoscopic teleconsultations.\[[@ref45]\] In this trial, dermoscopic images improved the diagnostic performance, efficacy, and cost-effectiveness of a store-and-forward TD-based screening system for skin cancer based exclusively on clinical images. The respective diagnostic sensitivity and specificity of purely clinical teleconsultations (86.57% and 72.33%) were improved to 92.86% and 96.24% respectively with addition of TDD. Correct decisions were made in 94.30% of patients through clinical and dermoscopic teleconsultations and in 79.20% of non-dermoscopic teleconsultations. The cost-effectiveness analysis showed TDD as the dominant strategy, with a lower cost-effectiveness ratio (65.13 vs. 80.84).\[[@ref46]\]

In relation to this trial, a sensitivity and specificity over 90% are outstanding results for a skin cancer screening system. This high sensitivity, along with an equally good specificity, meaningfully improved making referral decisions and consequently the proportion of correct decisions.

The results of this trial confirm that TDD offers advantages over TD using clinical images alone for routine large-scale screening of patients with skin cancer.\[[@ref46]\] Furthermore, the strong evidence provided by this trial, along with the health outcomes achieved by TD in skin cancer patients, may help to prompt policymakers to decide in favor of the implementation and spread of telemedicine programs for skin cancer screening based on clinical and dermoscopic images.

### Teledermatology and education {#sec3-6}

In addition to the obvious role in patient management, TD plays an integral function in education.

Possibilities are multifold including resident training, exchange of knowledge and opinion between different dermatologists, learning of dermatological diseases from different parts of the world, training of other medical specialties for basic dermatological conditions, organization of cost-effective TD-based conferences for learning at a global scale.

Doctors can increase their pool of knowledge without missing out on patient management thanks to the various platforms for mass education like podcasts and webinars.\[[@ref46]\]

Dermatology training will be greatly impacted with the advancement and integration of TD in resident training curriculum. Nowadays with ease in transportation, the divide between dermatoses of developing and developing worlds is getting blurred and dermatologists all over the world must be fully equipped to deal with a wider variety of disorders. Various reports exist necessitating the need for global educations and dermatologists over different parts of the world have felt the need to undergo additional training to deal with illnesses typically not encountered in their native population of patients.\[[@ref47][@ref48][@ref49]\]

Knowledge of unusual dermatoses in a particular geographical area is only possible via TD case-based learning. Studies have shown that dermatology residents feel more confident at handling various disorders with additional TD learning.\[[@ref50][@ref51]\]

Not only is TD a valuable asset for distant learning, studies have reported that respondents undergoing TD e-learning have also reported improvement in their interpersonal and communication skills, such as understanding cultural and ethical issues in skin health, learning more about social issues in international settings, and gaining more confidence in dealing with communities from different cultural backgrounds.\[[@ref7][@ref8][@ref9][@ref10][@ref52][@ref53][@ref54][@ref55]\]

There is a growing need for integration of TD training in resident curriculum and many international centers have already incorporated this mode of learning.\[[@ref56][@ref57]\] TD can also be used as a tool to evaluate residents.\[[@ref58]\]

TD also connects dermatologists with each other for better exchange of knowledge.\[[@ref59][@ref60]\] Various surveys and studies have revealed that TD may also be used as an option to seek opinion and gain knowledge from other dermatologists particularly for challenging cases.\[[@ref61][@ref62]\] WhatsApp groups make it possible for dermatologists and other specialties to discuss various dermatological diseases and their appropriate management. It is one of the easiest media to exchange knowledge and experience on a one--on-one basis. It is considered to be one of the safest instant messaging media because of encryption technology.\[[@ref63]\]

Enabling GPs and o practitioners of different specialties to deal with dermatological disorders will have a great impact on the overall management and need for referrals for patients with additional cutaneous abnormality.\[[@ref64][@ref65]\] TD-based educative learning of rural primary care providers and imaging technicians in a 2-year project showed improvement in their knowledge of cutaneous diagnosis and treatment care plans including basic surgical procedures like biopsies, excisions, and cautery.\[[@ref66]\]

Although TD has proven to be a beneficious tool for educational purpose, it may have its set of drawbacks. TD-based learning could reduce the residents' empathetic nature toward patients and loss of integral approach rather than focusing on single lesions.\[[@ref67][@ref68]\]

TD and Artificial Intelligence {#sec1-4}
==============================

There is only one dermatologist for 400,000 people in India; with majority of them are concentrated in urban areas. In many Asian and African countries, the accessibility to dermatologists is similar. For example, Madagascar has 10 dermatologists for 25 million population and Senegal has 80 dermatologists for 1.5 million populations (personal communication with Dr. Rogerdominiquw Randrianarimalala, Madagascar).

The potential answer to such a scenario is artificial intelligence-driven image diagnosis, enabling GPs to make a correct diagnosis by feeding a clinical picture to a mobile application to diagnose common dermatological conditions. In this, a mobile application linked to a central machine at a distant location enriched with image-based diagnostic database (employing internet cloud computing) does the analysis and delivers the probabilities of diagnosis or differential diagnoses to assist the non-dermatologist physician. Unlike human experts dependent TD, which requires days to weeks for background support, the response time in machine analysis ranges from a few seconds to hardly more than a minute, depending on the internet speed and the number of concurrent users. Further, in an improvised TD model, this immediate machine analysis can be supported by human dermatology experts who eventually check and verify the machine diagnosis based on the image and patient data provided by the peripheral non-dermatologist physician.

The current accuracy of a mobile application for common 10 dermatology conditions (developed by Niruthm Lab and All India Institute of Medical Sciences, New Delhi, India) is reasonably good. The mean sensitivity and specificity are around 80% and 50%, respectively.\[[@ref69]\] This was developed using custom machine learning algorithms, and pre- and post-processing schemes to get these results. About 12,000 images were collected and annotated for data-set development. A mobile phone application for Android and IOS phones was launched which general physicians can use in clinical settings to augment their disease diagnosis for common 20 dermatological diseases

Several studies have evaluated dermatologist-level performance of AI-driven image diagnosis technology for skin cancers.\[[@ref70][@ref71]\] Among other studies, one focusing on dermoscopic images for melanoma image classification demonstrated superiority of machine performance over 147 of 157 dermatologists.\[[@ref72]\]

However, the current technology (deep learning) has a bottleneck due to its low specificity for non-skin cancer dermatological diseases (specificity ≅ 50%) and it appears to be not accurate enough to rely on AI-driven image analysis alone for non-skin cancer disease conditions. The physician using such an AI-based diagnostic model should be aware of the limitation of the conditions diagnosable by the model; e.g., if pityriasis rosea is *not* included in the AI model\'s database, then a patient with this condition may be misdiagnosed with a totally different albeit morphologically similar-appearing condition (as per the reference images stored in the database) such as psoriasis. To further enhance the diagnostic accuracy of AI-based diagnostic systems, integration of other parameters such as patient datalike site(s) involved, duration, rapidity of onset, relationship to known risk factors such as exposure to sunlight, and extent of the disease is essential.\[[@ref73]\] Future roadmap of AI-based cutaneous diagnosis heavily relies on evolution of technology capable of providing a unified diagnosis based on integration of image analysis data with patient-related other data.

 {#sec2-2}

### Teledermatology and business models {#sec3-7}

TD as a business model has a good potential because it generates revenue for the work done by the physician or nurse while solving the patient\'s health issue. Payment for TD can be broadly categorized into: (a) *Direct TD* (Patient seeks out the dermatologist directly) and (b) *Third party TD*, involving regulated online platforms. Advantages and disadvantages have been summarized in [Table 3](#T3){ref-type="table"}.

###### 

Advantages and disadvantages of direct versus third party business models for teledermatology

  -----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
                                                                                                                                                      Advantages                                                                                                              Disadvantages
  --------------------------------------------------------------------------------------------------------------------------------------------------- ----------------------------------------------------------------------------------------------------------------------- -------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
  Direct TD                                                                                                                                           *For the patient*: Feeling of immediacy, prompt answer\                                                                 *For the patient*: The immediacy can sometimes result in reduced information on the condition and misinterpretation. This is especially relevant for instructions of medication.\
                                                                                                                                                      For the HCP: Faster way to answer; closer to patient's need; easier monitoring                                          For the HCP: Patient may find it too convenient to directly contact the doctor and may trouble the doctor too frequently and often for trivial concerns. Revenue is not always guaranteed

  Third party TD                                                                                                                                      *For the patient*: clear instructions on uploading images and giving required medical information.                      *For the patient*: requires connecting to an app. The app needs to be friendly user

  The fees are fixed and posted in advance.\                                                                                                          *For the HCP*: Some third party platforms retain a high percentage of the revenue, leaving to the HCP a very low fee.   
  The patient's data is secured on a reliable server                                                                                                                                                                                                                          

  *For the HCP*:                                                                                                                                                                                                                                                              

  Revenue is guaranteed. Better control on cases answered. The HCP fixes the time to answer (S&F TD) always within a reasonable time period (24 h)\                                                                                                                           
  Payment is guaranteed before the answer is sent                                                                                                                                                                                                                             
  -----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

HCP -- Health care practitioner; TD -- Teledermatology

Keeping the above aspects in mind, it is prudent for a dermatologist to provide TD through a reliable healthcare portal backed by reputed professionals/organization.

Some portals are privately managed by the physician who becomes the service provider himself and therefore become solely responsible. Others are run by third parties and might offer a list of various dermatologists on their panel. The patient needs to know at all times that there is a person or group available and responsible for the medical advice.

There are different business models worldwide that involve a variety of payment structures. For instance, the public national health system in Spain, rated the most efficient in Europe and the third top model in the world-\[[@ref74]\] pays per TD directly to the hospital that responds to the need for a TD consultation; in the Netherlands, the specialist is payed per consultation. Off late, results of studies on provider\'s expectations have expectedly started getting published.\[[@ref75]\]

### Medicolegal aspects in India {#sec3-8}

Despite the concept of telemedicine (TM) being recognized and defined by the World Health Organization (WHO) and its global fanning, there is no definite legislation that singularly deals with the practice of TM in India; for that matter, nor in majority of countries.

Presumptively, since TM represents amalgamation of the practice of medicine with information technology, all the existing laws relating to both "*medicine*" and "*information technology*" in India should apply to TM.

The instructions issued by the end-point health care practitioner (HCP) through TD should satisfy the requirements of being in writing and counter-signed by a registered medical practitioner (RMP), in accordance with the Drugs and Cosmetic Rules 1945, without which, the prescription will be invalid in the eyes of the law.

Logically, TM would also be governed by the Information Technology Act, 2000 despite the absence of direct relation of this Act with the provision of healthcare services by using information technology. This includes issues related to security, privacy and confidentiality of patient data and potential misuse and even abuse of electronic records in the form of unauthorized interception and/or disclosure warrant deliberation.\[[@ref76]\]

Recommended guidelines and standards for practice of telemedicine in India

Although binding laws remain elusive, the Department of Information Technology, Ministry of Communications and Information Technology had issued Guidelines and Standards for Practice of Telemedicine in India in May, 2003. While the clauses are not binding, it is advisable to follow them to preempt a future medicolegal complication arising in an odd case.\[[@ref70]\]

The Guidelines recommend that each healthcare provider should have a unique provider identifier which will flow to all its programs and telemedicine consultation centers ("TCC"). Each of the TM specialty centers ("TSC") and TCCs are also recommended to have a separate unique and universal identifier code. It is further recommended that each patient also be identified by a unique and universal patient identifier so that one central patient information record can be assimilated, comprehensive medical databases can be built, or if the patient wants, he/she can move across multiple providers without losing data.\[[@ref70]\]

The Guidelines also spell out the hardware and software (including detailed configuration and specifications) which is recommended for the setting up of the TCC and TSCs. In the absence of a legislation governing TM, it is suggested that the machinery and equipment of the vendor complies with the specifications given in the Guidelines so as to dilute potential liability issues at a later stage.

Strategies to protect the privacy and maintain patients' discreetness are essential. Issues such as who can access the individual\'s health information, technology used for authentication, coding and encryption for storage of patient data and for transmitting medical information must be in-built in any TM or TD-based consultation system.\[[@ref77]\] Although, no TM malpractice cases have been filed to date, clarifying how responsibility for decision-making is shared between referring doctors and specialists is essential.

There are various suggested approaches for practitioners of TM and TD to safeguard their position, which may be found in more details elsewhere.\[[@ref71]\] Most importantly, the HCP should never hesitate in suggesting essential investigations (irrespective of patient\'s monetary or logistic power to get them done) and one should always use a disclaimer, such as "*This is a Teledermatology-based follow-up advice being given to an off-shore patient, sought actively by him/her. The advice has been given based on the relatively limited understanding of the patient\'s condition by the doctor from the teledermatology conversation with the patient, and with the doctor\'s best intent to help the patient within probable and feasible means. No kind of consultation can ever match that of a direct physical patient-to-doctor consultation. The investigations and treatments suggested suffer from standard limitations of Teledermatology, and any adverse outcome \[lack of improvement/reaction to a suggested medicine/other problems\] arising out of the above suggestions shall not be the responsibility of the suggesting doctor. The whole teledermatology-based advice is not a treatment in itself, rather a sincere attempt on part of the doctor, to facilitate the treatment of a patient seeking for it, owing to reasons best understood and known to the patient.*"

Conclusion {#sec1-5}
==========

TD is the future of the practice of dermatology. Although it cannot substitute traditional medicine, it represents the sole way of managing populations that are getting more numerous and older. With a stagnant number of dermatologists worldwide and their skewed urban clustering, a FTF consultation with each patient will not be possible. TD offers the opportunity to democratize health delivery. The evidence to date supports the accuracy and cost-effectiveness of TD as well as its ability to facilitate and expedite medical attention.\[[@ref78]\] With the implementation of AIthe landscape of conventional modes of TD is expected to change susbstantially in coming years. Triage will be done by software and physicians will engage in FTF consultation for only those patients who really need personalized care. The future is here. As Dr Anne Burdick aptly stated, "*The teledermatology train is coming: Get on board, get out of the way, or get run over.*"\[[@ref79]\]
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